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Abstract

Over the past decade, advances in computational and
sensor technology have enabled us to dynamically collect
vast amounts of data from observations, health screening
tests, simulations, and experiments at an ever-increasing
pace. Knowledge discovery and data mining is an iterative
process concerned with deriving interesting, non-obvious,
and useful patterns and models from such large volumes of
data. Although inexpensive storage is conducive to main-
taining said data, accessing and managing it for knowledge
discovery and data mining becomes a performance issue
when datasets are large, dynamic, and distributed. In this
work, we present our vision of a software framework con-
sisting of middleware services to support interactive data
mining over dynamic data at data analysis centers built on
top of heterogeneous clusters. The design of a sampling ser-
vice for dynamic data, together with initial performance re-
sults, are also presented.

1. Introduction

Understanding complex processes oftentimes involves
the development of a detailed model of their data. This is
a dynamic, data-driven process and requires interaction be-
tween the data being produced and the models. That is, as
datasets are dynamically updated, the corresponding model
is refined by processing and analyzing the newly collected
data. In addition, new and refined models can drive what
and how new data should be collected (e.g., by running new
simulations or executing new experiments). Knowledge dis-
covery and data mining is a key component in such dynamic
data-driven application systems (DDDAS). It is concerned
with deriving interesting, non-obvious, and useful patterns
from large volumes of data. While database technology has
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provided us with the basic tools for accessing and manipu-
lating data-stores, providing interactive response times in a
DDDAS, however, is challenging for several reasons.

First, the I/O requirements of data mining queries are
very high, often requiring multiple accesses to large stores
of data, thanks to advances in sensor and computation tech-
nologies that enable generation of very large datasets. For
example, many companies already have data warehouses in
the terabyte range (e.g., FedEx, UPS, Walmart). Similarly,
scientific data is reaching gigantic proportions (e.g., NASA
space missions, genomic data banks).

A cluster of nodes with high speed interconnects and
high-capacity commodity disks, can create active storage
nodes that enhance the ability to store, preprocess, and ma-
nipulate large-scale scientific and business data. These char-
acteristics of commodity clusters make them cost-effective
and viable to be end-nodes in the Data Grid [14] and to
form the building blocks for next generation data centers
with mass storage systems serving very large datasets. We
expect that such data centers will be increasingly ubiquitous
along with increasing cost-effectiveness of spinning storage
and that such centers will be an essential cog of future Data-
Grid and Knowledge-Grid architectures [14, 8]. Grid mid-
dleware technologies, such as Globus [21] and Storage Re-
source Broker [47], enable access to storage and compute
end-nodes across multiple administrative domains. This de-
centralization of storage of data has the potential to improve
access time to data. However, data management and manip-
ulation is complicated by the distributed, and inevitably het-
erogeneous nature of such data analysis centers. In this kind
of environment, data management and manipulation must
be coordinated through a middleware framework that exists
between data sources and applications.

Second, upon a data update, or changes to the mining
technique’s input parameter set, the set of valid patterns will
change. The naive approach of simply re-executing algo-
rithms from scratch on a database update can result in an
explosion in the computational and I/O resources required.
Caching and re-using previously mined information or pre-
viously accessed data cached will improve the scalability
of the process. Effectively re-using information available in
the cache is often technique specific; thus this process has



to be developed in coordination with the application devel-
oper. In addition, data mining becomes more complicated
in the context of dynamic databases, where there is a con-
stant influx of data.

Third, the computational requirements of such data min-
ing queries are also very high. Scalable parallel implemen-
tations are essential. Given the current hardware advances,
clusters built from off-the-shelf CPUs and high-speed in-
terconnects will provide cost-effective compute nodes
for computation-intensive data mining applications.
These clusters are often heterogeneous in nature, result-
ing in an imbalance in ability among nodes. There is
also the need for balancing the needs of the clients’ re-
quests with dynamic resource availability. Thus, scheduling
strategies that take into account the dynamic and hetero-
geneous nature of the environment must be developed
hand-in-hand with the characteristics of data mining tech-
niques.

Finally, there is a need for redesigning existing data min-
ing algorithms to take advantage of such systems support.
The redesigned algorithms will need to interact with the var-
ious system components in order to specify data require-
ments, potential re-use patterns and determine alternative
paths of execution should the need arise (due to resource
constraints).

In this work, we present a software framework for de-
ploying data analysis centers designed for KDD algorithms
on dynamic datasets. This framework targets distributed
storage and compute cluster environments and consists of
a suite of services and distributed runtime system (see Fig-
ure 1). This paper describes the overall architecture of our
framework and its services. We also present the design of
a sampling service for dynamic data, implemented as part
of the data services, with experimental results showing the
benefits of our sampling strategies.

2. Motivating Applications

Knowledge discovery and data mining is ultimately mo-
tivated by the need to analyze data for a variety of practical
applications. The proposed framework can facilitate execu-
tion for a wide range of applications. Examples include an-
alyzing network flow data for security and accounting, ana-
lyzing e-commerce transactions for customer profiling and
targeted advertising, analyzing online documents and email
traffic for security and spam-control purposes, and finally
analyzing scientific data produced by simulations to enable
novel scientific discoveries.

The specific applications we are targeting include net-
work monitoring [27], effective management of oil reser-
voirs [43], and molecular dynamics simulation data analy-
sis [15, 24]. As our sampling service (to be discussed in sec-

tion 5) is motivated by network monitoring applications, we
will detail the needs of this application below.

Network monitoring applications analyze network flow
data that is generated by routers, with the goal of finding in-
trusions in an online fashion. The network flow logs gen-
erated by these routers are typically high dimensional and
these need to be processed in real-time. Recent work in in-
trusion detection has seen the use of frequent pattern min-
ing [27, 2, 3, 45] for signature detection, the use of clus-
tering for unsupervised anomaly detection[39, 18], and the
use of classification techniques[2, 3] for intrusion detection.
These approaches however have largely been offline and se-
quential.

In order facilitate real-time intrusion detection, said al-
gorithms need to be able to process network data as and
when it arrives. Re-executing the algorithm over the entire
data set from scratch is not an option and this motivates the
development of incremental data mining algorithms. Intru-
sion detection algorithms are typically compute intensive,
and in order to facilitate real-time processing, both parallel
and incremental intrusion detection algorithms are needed
so as to scaleup performance. Network traffic being bursty,
the data mining workload at the analysis center can change
over time. Consequently, load aware scheduling strategies
for parallel incremental intrusion detection, to cope with
changing network traffic, are needed.

Samples are often used to scale up the performance of
I/0 intensive data mining algorithms. Samples are also used
by a network administrator to summarize essential parts of
network traffic. Several outlier detection algorithms can use
sampling to effective summarize distributed sources of data
[20]. Thus, one needs the ability to pose adhoc sampling
queries. A sampling service capable of efficiently answer-
ing sampling queries is needed. Extant approaches need
time proportional to data set size when generating a sample
(details in section 5), which is expensive, and approaches
that produce a sample in time proportional to the sample
size are needed.

3. System Architecture

The overall architecture of our framework is shown
in Figure 1. We target a services-oriented framework to
take advantage of emerging Web and Grid services stan-
dards for interoperability with other frameworks. More-
over, a services-based framework offers an agile envi-
ronment, where individual services can be customized
and optimized for a particular application and the over-
all system can be easily extended by adding new ser-
vices. In this section, we describe the core services and
the underlying runtime support of the middleware frame-
work.
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3.1. Datalet Runtime Support

The hardware configurations targeted in this work are
heterogeneous, distributed storage and compute systems. To
support efficient execution in such an environment, the un-
derlying runtime support for the core services is built on
light-weight processes, referred to as datalets. A datalet is
a light-weight object customized for user-defined process-
ing. The datalet infrastructure draws from the previous work
in Active Disks [49] and DataCutter [7]. Building on similar
principles, the datalet environment supports use of both task
and data parallelism. The interaction of a datalet both with
other datalets and with the environment is done through log-
ical pipes. Logical pipes denote uni-directional flow of data
and control information. We define two types of pipes; con-
trol pipes are used to describe the flow of control informa-
tion between two datalets or between the application pro-
gram and a datalet, and data pipes represent data streams
between two datalets or between a datalet and the storage
system. Data is delivered as a sequence of named buffers
through streams in a pipelined fashion. The sources and
sinks for the input and output pipes of a datalet are spec-
ified by the application during instantiation of the datalet.
These pipes are then fully managed by the datalet runtime
environment. A datalet can write to and read from a pipe us-
ing the system functions put() and get().

Our system provides two types of datalets. Application-
level datalets carry out user-defined data mining compu-
tations. System-level datalets perform common operations,
such as replication, caching, and de-clustering. The runtime
environment is responsible for automatic memory manage-
ment for datalets. In addition, it coordinates datalet schedul-
ing both in relation to each other and in relation to resource
availability.

3.2. Storage Services

The data storage service implements strategies for man-
aging and accessing data in distributed disk space. It also
supports basic update-propagation trigger services for dy-
namic datasets. Update propagation is relatively straightfor-
ward in nature. Basically, data mining applications which
operate on dynamic datasets will register with this service.
These applications must identify their data source(s), and
provide handles to needed service routines. The paradigm
is similar in nature to the InterAct framework [36].

Storage Services support data replication and de-
clustering. In order to achieve high I/O rates, orga-
nization and distribution of data across the system is
paramount. The objective of data distribution is to bal-
ance the storage and I/O load across the nodes so that
the maximum aggregate disk bandwidth can be used,
while minimizing communication overhead. The perfor-
mance of a particular data distributmion depends on data
access patterns and the dataset being accessed. With dy-
namic datasets, as new data is added to a dataset, the dataset
may need to be redistributed. In some cases, query work-
loads may have a diverse set of query types (e.g., queries
accessing the entire dataset, queries focusing in on a par-
ticular set of attributes or range of attribute values), which
may exhibit a variety of access patterns. In this case, por-
tions of the dataset can be replicated and redistributed
based on the types of queries. In our framework, a plan-
ner datalet computes an /O and communication schedule
for the data based on the output of the data replica-
tion and distribution algorithm. The goal of the plan-
ning phase is to compute a schedule which minimizes
data transfer time. Finally, a data mover datalet is re-
sponsible for executing the schedule and transferring the
data.



Many data mining algorithms rely on key data prepro-
cessing techniques that are better suited for computation
at or near the storage device. Methods of particular inter-
est of interest are dimensionality reduction techniques and
sampling methodologies. Often real data shows consider-
able inter-attribute correlation. Based on this observation re-
searchers have noted that in many real datasets the number
of implicit dimensions is only a small fraction of the orig-
inal dimensions [33]. Therefore, one solution is to create a
representation of the data possessing a fewer number of di-
mensions [23]. Using dimensionality reduction techniques
to represent dynamic datasets is complicated due to the pos-
sibility that conceptual directions (as given by the principal
components) may drift [17].

Sampling has often been suggested as an effective tool
to scale the performance of database operations [28]. Re-
cently, this strategy has been applied to data mining algo-
rithms [35]. By reducing the size of the dataset (in this case,
by eliminating rows of the dataset) operated on, one is able
to reduce I/O and computational costs at some cost to ac-
curacy. Mining on a sample rather than the complete data
is an effective strategy for adapting to limited system re-
sources. We present the design of our sampling service in
Section 5.

3.3. Caching Services

Caching services provide support to maintain duplicate
data and result summaries for reuse. Data mining opera-
tions benefit from two kinds of data and computation re-
use strategies. Data caching, which caches subsets and sum-
maries of datasets used across multiple data mining opera-
tions, is a general-purpose caching strategy. The data cache
consists of a memory cache and a disk-based persistent
cache. The persistent cache augments the memory cache in
two ways. First, it can be used as overflow cache for items
that are evicted from the memory cache. When a new data
subset is cached in memory and memory alloted for the data
cache is full, the cached data subset evicted from the mem-
ory cache is staged to the disk-based persistent cache. Sec-
ond, it enables data reuse across multiple invocations of the
data cache by maintaining cached results on disk.

The caching service also implements a data-mining tech-
nique centric knowledge cache, containing recently con-
structed and/or used knowledge objects, that can be lever-
aged along with our data cache. Knowledge caching caches
meta-level summaries or results that are created by prior
queries and that are specific to a given mining technique
(e.g. increment sequence lattices for interactive sequence
mining [38]).

Both strategies are orthogonal in nature and can be used
in conjunction for a given query. An incoming data min-
ing query can be evaluated against both the data cache and
the knowledge cache to determine if any of the cached re-

sults can be reused and to find cached data subsets that are
needed to answer the query.

In our framework, both the data cache and the knowl-
edge cache are implemented as a set of system level
datalets which interact with application level datalets.
A cache datalet is responsible for managing both lo-
cal disk space and memory space allocated for cache
on a machine. A group of cache datalets form a dis-
tributed cache that uses space dispersed across multi-
ple nodes. These datalets implement adaptive strategies
for placement and eviction for the system. In contin-
uous data mining queries, the summary is incremen-
tally maintained across data updates. Thus, cached objects
will also need to be updated periodically, to maintain co-
herency. Our principle strategy to support such dynamic
cache objects is to replace the old version with the new ver-
sion at periodic time intervals. In the InterAct project
we handled this in an efficient manner by adopting twin-
ning and diffing [36].

3.4. Scheduling Services

The scheduling services address admission control of
data mining jobs, and intra-task scheduling for both static
and dynamic data mining tasks. In our framework, the
scheduling service also provides support for automated ex-
ecution of system level datalets for data distribution, sum-
mary computation, data replication, and data caching.

When a new application task request is to be scheduled
for execution, the task can be scheduled onto all available
machines in the system. However, the main disadvantage of
this approach is that an expensive task may consume most
of the resources, thus adversely affecting the performance
of other requests submitted to the system. If the process-
ing needs of the data mining job can be met by available re-
sources in the system, the job will be admitted and assigned
to a specific set of workstations.

A data mining application can consist of a sequence
of data and compute intensive operations, implemented as
datalets, on data. Each application datalet performs a piece
of the application data processing. These datalets can be or-
ganized into a collective to implement the entire processing
structure for a particular data mining application. In this col-
lective, data is processed as it is retrieved from data sources
and moved to the client. This set of datalets along with
the resources they require (either cached data or raw data)
as well as any interdependencies among them are given to
the intra-task scheduling service for scheduling. The datalet
support enables combined use of task- and data-parallelism
in implementing a data mining application. In order to de-
crease the execution time of a data mining application, the
intra-task scheduling service creates and remove copies of
datalets, effectively modifying the datalet network of the
application and place the copies on storage and computa-



tion platforms to minimize communication and computa-
tion overheads.

The scheduling service also implements algorithms for
scheduling multiple operator graphs from jobs concurrently
submitted to the system. In [46], we looked at strategies for
adaptive task- and data-parallelism for multiple data visual-
ization applications implemented as a pipelined sequence of
operators. Our results showed that good performance can be
achieved by mutating the operator graph and carefully plac-
ing copies of operators on machines.

When new data is received, the scheduling service in-
spects which datasets, replicas, and cached objects are af-
fected by the data update. If there are jobs and sub-tasks
that are waiting to be scheduled which do not require these
objects, those jobs and sub-tasks will be scheduled onto
the available resources. The system level datalets are then
scheduled onto the remaining resources. Some system level
operations such as data distribution or replication can be ter-
minated and restated as needed.

4. Related Work

Large data grid projects should be layered on robust and
efficient middleware systems. As aresult, a large body of re-
search has been targeted at developing middleware frame-
works, protocols, and programming and runtime environ-
ments [21, 19, 47, 52, 6, 11, 32, 16, 51, 44, 9, 48, 29, 5].
These efforts mainly focus on services for resource alloca-
tion, unified file access, replica management, distributed ex-
ecution, security and authentication. Recently, the emerging
class of data-intensive applications got the attention of sev-
eral research groups resulting in publications on high-speed
transport [1], replica management [13, 42], meta data and
catalog management [4]. We plan to leverage these middle-
ware tools in our work.

Several researchers have looked at the problem of sys-
tems support for distributed data mining algorithms.
JAM[40], BODHI[26] and Info-sleuth[30] are high level
agent-based distributed systems (in user-space) that sup-
port such algorithms. Similar to this work, the Papyrus[22],
Kensington[12], FreeRIDE[25], and Intelliminer[37] (de-
veloped by the PI) systems look at the problem in terms
of clients, and compute and storage servers and imple-
mented basic system level services for data transfer and
scheduling of parallel tasks. None of these systems are de-
signed to handle dynamic data updates, or support high
performance storage, caching and advanced scheduling ser-
vices as outlined in this work. The Data-Space system,
currently being developed, shares some aims with the stor-
age services of our middleware although it is directed
at a more wide-area context. The current project lever-
ages off the InterAct system (developed by the PI) [36]
which was designed to support shared state for client-server
data mining applications in a wide-area distributed environ-

ment. Recently, several groups have been looking at mining
over a grid environment, but most of this work is quite pre-
liminary in nature[8, 10, 50, 31].

5. Data Processing - Sampling Service

Mining data is typically an iterative process, requir-
ing multiple passes over the data set, which may be pro-
hibitively expensive. These problems are exacerbated when
data is streaming at a high rate, and must be processed in
near real time. As a result, researchers in the data min-
ing field have increasingly turned to sampling as a means
of compromising quality for improved response times. In
some cases, such as anomaly detection, ad-hoc queries with
sampling can be used to summarize data for applications
[20].

Despite the recognized importance of sampling in data
mining and data analysis, very little work has been done
in making sample generation efficient. As noted by Provost
and Kolluri [41], “most discussions on sampling assume
that producing random samples efficiently from large data
sets is not difficult. This is simply not true.” In fact, most
implementations require O(NN) time where N represents
the size of the data set and not the sample size (S). To
illustrate this problem, consider sampling from a transac-
tional database. Let us assume that the average size of the
transaction is roughly 40 bytes, and a disk block is 4 kilo-
bytes (producing about 100 records per block). Sampling at
1% or higher results in accessing every block. Therefore,
each sampling pass is equivalent to one scan of the entire
database. An architecture to efficiently support such sam-
pling queries for next generation data analysis applications
is the focus of this work. Specifically, we address the fol-
lowing challenges:

e Emerging application domains such as network intru-
sion detection need to process out of core data sets that
are dynamic and large in volume. Samples of network
transactions are often used to build a model for normal
behavior to be able to detect intrusions in real time.

e The iterative nature of data analysis algorithms re-
quires the ability to generate variable size samples.
Certain applications demand sample size be progres-
sively increased, until some quality criterion has been
satisfied. Furthermore, the sample may not be a ran-
dom sample over the entire stream, but rather a sam-
ple of a certain historic time range. We need the abil-
ity to generate samples in which both the size of the
sample and the time range of the sample can be speci-
fied.

e With advances in networking technology, high band-
width interconnects such as those provided by Infini-
band make network I/O faster than disk I/O. This prop-
erty can be used to reduce the sample generation time



by parallelizing the sample generation process across
parallel disks.

Our sampling strategies address the above challenges.
Our primary contributions are:

e We have designed a flexible query system. For exam-
ple, our query service supports queries of the form

SELECT < attributes > FROM Dataset
WHERE time_start < time < time_end
SAMPLE x%

Here, x is the sample size as a percentage of the
data selected by the predicate time_start < time <
time_end.

e We have developed an intelligent online data place-
ment strategy to enable efficient querying and sample
generation on dynamic datasets. Our approach relies
on the notion of stream windows and bins. A stream
window corresponds to a user defined number of trans-
actions (n) on the incoming data stream. Each window
of n transactions is further partitioned into a user de-
fined number of bins (k). The algorithm uses a ran-
domization function such that each bin can be viewed
as mutually exclusive samples of the stream window.
Essentially, each incoming transaction is assigned to
one of the k£ bins with probability proportional to the
size of the bin. Placement within a bin is ordered ac-
cording to arrival by default, preserving temporal or-
dering. However, a user-specified hash function may
be specified to order transactions within a bin. Such a
hash-based ordering scheme can be leveraged to sup-
port stratified or periodic sampling, which has been
used effectively when modeling network traffic [34].
This process is repeated for every n transactions. Each
bin can be of a fixed size. Typically, however, it is
of variable size, following a geometric progression
(n/2,n/4,n/8 and so on). As motivated in the intro-
duction, data analysis sampling queries often involve
sample requests of variable sizes. Geometrically pro-
gressing bin sizes allow efficient and quick process-
ing of such multi-resolution sampling query requests.
Each bin is also placed contiguously on disk. This en-
sures that when extracting a sample, if a bin of size
equal to the sample size is chosen, the total cost of
generating the sample will be aptly proportional. If
the desired sample cannot be retrieved using a single
bin, the overhead in disk I/O is bounded by the size
of the smallest bin in the stream window. If a sample
request spans multiple stream windows, then samples
from each one can be appropriately combined to de-
rive the requested sample.

e When multiple disks are available, we adopt the fol-
lowing round robin placement strategy. Assume we

have m parallel disks. Let bin(r, 7) denote bin ¢ within
stream window . Bin distribution is an onto mapping
f from the bin set {0, 1, ...,k — 1} to the parallel disk
set {0,1,...,m — 1} such that bin id (r,¢) will be as-
signed to node f, (i) as follows: Given a mapping f,_1
for window (r — 1), f, will be determined by formula

fr(@) = [fr=1(z) + 1]%m (1)

We call this “round-robin bin distribution”. Since we
are defining f in an iterative way, fq is needed for the
first bin placement. One can simply use:

fo(i) =i%m. (2)

Basically, our formulation says if a bin (r,4)(0 < i <
k) is assigned to disk y, then bin (r + 1,4) will be as-
signed to next disk in order, namely (y + 1)%m. This
bin distribution strategy has the following two proper-
ties:

1. fi = fitm; after every m windows, m x n ele-
ments will be equally distributed onto m disks.

2. Given m disks, any bin with id (r,7) will be on
disk k if and only if (r 4+ i — k)%m = 0.

Thus, given a bin identifier we can determine in
constant time where to place it.

We have evaluated the benefits of our placement strat-
egy for efficient parallel sample retrieval in a cluster set-
ting. The benefits of our online placement strategy on a sin-
gle node are evident in Figure 2. On two large datasets, the
time required to retrieve a sample is proportional to the sam-
ple size rather than to the size of the dataset. Variable sized
random samples are retrieved by touching disk-blocks pro-
portional to the size of the sample rather than the size of the
dataset.

On a cluster of storage nodes, round robin sample place-
ment and retrieval permits excellent scaling with the num-
ber of nodes. Our empirical results (Figure 3) show that on
the cluster with Infiniband the scaleup is as expected, with
a speedup of 3.6X on four nodes and 14X on sixteen nodes.

6. Conclusion

In this paper, we present our vision of a system to sup-
port large scale dynamic data driven applications. It is our
belief that current applications require support for opera-
tions on large, dynamic data sets. While the framework is
general-purpose in this regard, we have outlined strategies
to specifically support knowledge discovery and data min-
ing applications. In addition, we have detailed a portion of
the current implementation of our sampling services. We
have shown that it significantly improves I/O performance
of data mining algorithms. Our near-term future work will
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target caching services, as described in section 3.3. In addi-
tion, we are in the process of developing parallel and incre-
mental variants of various data mining algorithms used in
intrusion detection.
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